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Presenter
Presentation Notes
Morning, everyone. I’m Zhice Yang from Shanghaitech University. This work is done with co-authors from HKUST and Alibaba group.In this talk, I’m going to introduce a new approach for mobile device to fetch information from displays.�



Display-to-device Communication: Demand

• Using devices to retrieve information from displays is helpful
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Nowadays, displays are everywhere, along streets, in subways and shopping malls. They are showing appealing figures or videos clips, which attract our attentions. Sometimes we want to obtain more information about the visual contents. For example, we may want to get the introduction for a movie, the location of the advertising store and so on.However, these text information is usually too dense to be shown on displays and also hard for us to remember. That’s why we want to establish a communication channel between displays and our mobile devices.



Display-to-device Communication: Solution

• Current Method
• Visible light channel, e.g. QR Code

• Limitations
• Cumbersome Process 

• Take out phone, open camera, aim at the target, 
adjust the brightness, keep for a while, connect 
to the Internet…

• Dependency on Cameras
• Many devices do not have cameras, e.g. wrist 

band, smart watches, etc.
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Current solution is showing a machine friendly code in the display content, such as a QR code. It contains additional information like a URL.However, in order to get the information in the code, we must perform several actions.Please think about the situation, we need to take out our phone, open the camera, aim at the code, probably adjust the light condition, and then keep the gesture for a while. In the aspect of communication, the whole process is too cumbersome. Moreover, many devices like wearables even do not have a camera and cannot be used in these situations.



Message: 
“This is a figure 
about Lenna”

Presenter
Presentation Notes
Ideally, we expect a new way to fetch information from displays. Single action for us to take. and no hardware modifications for both displays and mobile devices. 



Message: 
“Coupon from 
McDonalds”



Message: 
“The Movie is 
Added to Play List”

Presenter
Presentation Notes
I will introduces our design to achieve this goal. Before the details, I would like to show you the demo first
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Similar to the animation. You will see the mobile phone shows a greeting message when it approaches to the display. So how it works?



Idea 1: EMR from Display Interface
• Display interface has ElectroMagnetic Radiation (EMR) leakage
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Our design is based on the observation that the display interface has Electro Magnetic Radiation or EMR. Modern display systems transmit display content to the display panel through display signals. These signals are transmitted in the cable but they are of high frequency and can be radiated out. To see how strong the EMR is, we show a figure of strip lines on the display panel through the VGA interface. Strong frequency peaks are observed in a nearby spectrum analyzer. These peaks are the EMR leakage from the VGA interface and we want to make use of them to convey information. 



Idea 1: EMR from Display Interface

𝐼𝐼11 𝐼𝐼11

𝐼𝐼12 𝐼𝐼22
𝐼𝐼21 𝐼𝐼23

𝐼𝐼13

VGA Signal
Voltage

Time

𝐼𝐼11 𝐼𝐼12 𝐼𝐼13
𝐼𝐼21 𝐼𝐼22 𝐼𝐼33

Display Content
EMR

9

• Display interface has ElectroMagnetic Radiation (EMR) leakage
• EMR from VGA display interface is highly correlated with the 

display contents

Display Panel

Presenter
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The method is based on a important fact of the display EMR is that it is highly correlated with the display content. To see the relation, we use this toy example. The VGA interface is used to transmit display content to a display panel with 2 by 3 pixels.VGA signals, use voltage to represent pixel values. The brighter the pixel, the higher the corresponding voltage. They are linearly mapped. The transmission order is shown in red arrows. From left to right and from top to bottom. and then the next frame.Due to the high data rate, the VGA signal is radiated out. Its EMR is like a wireless copy of the signal in the cable.It’s not difficult to figure out that the EMR from VGA interface can be fully controlled by the display content. In other words, we can generate EMR of certain waveform with certain display content. Quite similar to a software defined radio. The remaining problem is how to use mobile devices to receive the EMR signal.



Idea 2: Receiving EMR with FM Radio 

• Modulate the EMR signal to transmit information
• Through dedicated display content

• Use FM radio to receive
• FM radio is widely integrated in wireless chip
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We notice that the frequency range of the display EMR is around 100 MHz, which is just within the FM broadcasting band. So, another important idea of our design is to use FM radio to receive. FM radio is normally integrated in WiFi and Bluetooth chips, which is available in many mobile devices.



Design: Modulating Frequency of Display EMR
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Therefore, our method to transmit information from displays to mobile devices is modulating the display EMR in a way that the FM radio can receive. This toy example has 4*8 pixels. In different lines of the display content, black and white color are switched at different frequencies. As a result, the frequency of EMR signal changes accordingly. In other words, the EMR signal is frequency modulated.In the receiver side, the FM radio translates frequencies values into the amplitude values. In this example, as the first portion of the EMR signal has higher frequency than the second portion, the output of the first portion has larger amplitude than the second portion. The amplitude can then be used to represent information.



Presenter
Presentation Notes
This figure is a real example that generates EMR signals, which will result in square waves in the output of a nearby FM receiver. Of course, we can modify the display pattern to encode useful information.But now, the problem is, this display content is so weird and occupies the whole screen.



Be Invisible

• Fact: display protocols contain invisible periods – the Blanking 
Intervals after each line and each frame

• Solution: modulating EMR signals only in the Blanking Intervals
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Blanking Intervals
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We need to hide them. Our solution is based a special period in the display signal, called the blanking intervals. By default, after each frame or line is transmitted, the display signal returns to zero for a while. Signals in this period will be transmitted, but will not be shown on the display panel. We make use of this period and only modulate signals in this period for communication. In this way, the content for communication will not be shown on the pannel



Demo

Presenter
Presentation Notes
This is why we see no wired textures in the demo. By manually over shifting the display area of the screen, we can see signals in the blanking intervals. The red arrow shows a part of the hidden area.



Windowing Interference

15

fc
fc+ flfc- fl

EMR Spectrum:

Frequency  
Modulated Potions:

FM Rx Filter Range

Whole EMR:

FM Rx 
Filter

Presenter
Presentation Notes
One problem of transmitting in blanking intervals is that only the portions of the EMR in the blanking intervals is modulated. It is a FM signal windowed by a square wave.In the FM receiver, the windowed FM signal results in harmonics. Unfortunately, there are multiple harmonics falling into the receiving range of the FM radio.Recall that the FM decoder maps received frequencies to amplitude values. Since there are multiple frequencies with similar energy in the RX range, the receiver will be confused about using which frequency to calculate the output amplitude.



Frequency Over Shift Keying
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To handle this problem, we proposed a modulation method called Frequency overshit Keying. I will ignore the details here. The basic idea is not using the base frequency to represent information since its strength is too close to its nearby harmonics. Instead, we choose the harmonics that have the highest SINR to represent information



Put Together 
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Put all together. First, the information stream is transformed into a baseband signal to modulate a FM carrier. The modulated signal is sampled into digital domain with the sampling frequency matching the DAC speed of the VGA interface. Then, the samples are filled into the frame buffer that corresponding to the blanking intervals. The digital samples in the frame buffer are transmitted to the display panel through the VGA interface. The leaked EMR signals are received by the FM chip of mobile device. Finally, the signal is demodulated and transformed into an audio signal, which is just the copy of the transmitted baseband signal. The information can then be extracted.



Results
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We implemented the prototype with normal display systems. For the receiver, we developed apps for both smart phones and smart watches. The above three photos show our evaluation settings. We measured the throughput under different distances and orientations. The two figures below shows the results. The mobile devices is able to receive information at 1.5kbps in a distance about 20cm, which is enough to receive a text message like a URL.



Results

• One Action Information
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The Fetch Action
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Previous results are evaluated with the assumption that mobile device is continuously receiving in front of the display. However, a more possible use case would be the fetch action that I’ve shown in the start of this talk. According to the evaluation, after one single fetch action, the mobile device is able to receive more than 1k bits on average, which is slightly more than the information contained in the dense QR code shown on the right.



Limitation & Conclusion

• Limitation of current work
• Communication Distance

• Limited by interference of harmonics
• Based on VGA Protocol

• Cannot be directly extended DVI, HDMI, DisplayPort, etc.
• Antenna Size

• Conclusion
• EMR signals from displays have the potential to convey information

• FM radio is a feasible way for common mobile devices to receive
• Modulating signals in the Blanking Period to hide communication
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Now I will take about the limitation of our current work and conclude this talk.adaptive fm filtercompact fm antennaThere are two takeaways of my talk. First EMR signal from display can be used to convey information to mobile devices. In our case, we modulate the EMR signal in the FM band. Second, we leverage the redundancy in the display protocol, that is, the blanking intervals, to hide communication. I think this is a very interesting technique, which could be used in covert channel or other security area.
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Q&A
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Thank You !
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